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Here are some more labs you need to configure. They are mentioned in the syllabus but we just ran 

out of space. As with all the labs, use these as a basis for your studies and then make your own up 

testing all the available commands. 

These labs are from our 101 Labs – Cisco CCNA book which is for sale on Amazon if you want an extra 

study tool. 
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Dynamic ARP Inspection (DAI) 
 

Lab Objective: 
In this lab, you will learn how to configure layer 2 security feature called Dynamic ARP Inspection or DAI 
to protect the network against malicious ARP packets. 
 
Lab Purpose: 
Dynamic ARP Inspection depend on DHCP snooping. Once DHCP issues the IP information out, it will 
take the MAC address and map it to the IP address and store it on the switch. When another device is 
connected to the network and it’s MAC address and IP address do not match an entry in the DHCP 
snooping bindings database, switch drops an ARP packet. 
 
Certification Level: 
This lab is suitable for ICND2 and CCNA certification exam preparation. 
 
Lab Difficulty: 
This lab has a difficulty rating of 8/10. 
 
Readiness Assessment: 
When you are ready for your certification exam, you should complete this lab in no more 
than 20 minutes. 

Lab Topology: 
Please use the following topology to complete this lab exercise. (GNS3 with IOSvL2 is used for this lab) 

 

Task 1: 
Configure the hostnames and IP address on R1 as illustrated in the topology. 
 
 
Task 2: 
Configure DHCP scope on R1 
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Task 3: 
Use default VLAN 1 on switch SW1 and configure all three ports as access ports.  
 
Task 4: 
Enable DHCP snooping on switch SW1 and configure port Gi0/2 as DHCP snooping trust port 
 
Verify using following command 
 

• show ip dhcp binding ( on R1) 

• show ip dhcp snooping binding (on SW1) 

 
Task 5: 
On switch SW1, enable ARP inspection on VLAN 1 and configure port Gi0/1 and Gi0/2 as ARP inspection 
trust ports 
 
Task 6: 
Assign static IP 192.168.10.2/24 to an attacker PC and ping R1’s IP  
 
 
 
 

Configuration and Verification 
 
Task 1: 
For reference information on configuring hostnames and IP address, please refer to earlier labs. 

Task 2: 
R1#config t 

Enter configuration commands, one per line.  End with CNTL/Z. 

R1(config)#ip dhcp pool mypool 

R1(dhcp-config)#network 192.168.10.0 255.255.255.0 

R1(dhcp-config)#ip dhcp relay information trust-all 

 
Task 3: 
SW1#config t 

Enter configuration commands, one per line.  End with CNTL/Z. 

SW1(config)#int gi0/0 

SW1(config-if)#switchport mode access 

SW1(config-if)#int gi0/1 

SW1(config-if)#switchport mode access 

SW1(config-if)#int gi0/2 

SW1(config-if)#switchport mode access 

 

Task 4: 
SW1#config t 

SW1(config)#ip dhcp snooping 

SW1(config)#ip dhcp snooping vlan 1 
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SW1(config)#int gi0/2 

SW1(config-if)#ip dhcp snooping trust 

 

PC now should be able to get an IP from DHCP (configured on R1) 

PC> ping 192.168.10.254 

84 bytes from 192.168.10.254 icmp_seq=1 ttl=255 time=6.759 ms 

84 bytes from 192.168.10.254 icmp_seq=2 ttl=255 time=14.000 ms 

84 bytes from 192.168.10.254 icmp_seq=3 ttl=255 time=12.774 ms 

84 bytes from 192.168.10.254 icmp_seq=4 ttl=255 time=15.825 ms 

84 bytes from 192.168.10.254 icmp_seq=5 ttl=255 time=11.043 ms 

 

R1#sh ip dhcp binding 

Bindings from all pools not associated with VRF: 

IP address  Client-ID/      Lease expiration      Type State Interface 

            Hardware address/ 

            Username 

192.168.10.1 0100.5079.6668.00 Jun15 2020 03:36PM  Auto  Active Gi0/0 

 

Switch#show ip dhcp snooping binding 

MacAddress          IpAddress        Lease(sec)  Type           VLAN  

Interface 

------------------  ---------------  ----------  -------------  ----  

-------------------- 

00:50:79:66:68:00   192.168.10.1     80246       dhcp-snooping   1     

GigabitEthernet0/1 

Total number of bindings: 1 

 

Task 5: 
SW1#config t 

SW1(config)#ip arp inspection vlan 1 

SW1(config)#int gi0/1 

SW1(config-if)#ip arp inspection trust 

SW1(config-if)#int gi0/2 

SW1(config-if)#ip arp inspection trust 

 

Task 6: 
Attacker> show ip 

NAME        : Attacker[1] 

IP/MASK     : 192.168.10.2/24 

 

Attacker> ping 192.168.10.254 

host (192.168.10.254) not reachable 

 

SW1(config)# 

*Jun 14 07:14:05.474: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs 

(Req) on Gi0/0, vlan 
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1.([0050.7966.6801/192.168.10.1/ffff.ffff.ffff/192.168.10.254/07:14:04 

UTC Sun Jun 14 2020]) 

*Jun 14 07:14:06.484: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs 

(Req) on Gi0/0, vlan 

1.([0050.7966.6801/192.168.10.1/ffff.ffff.ffff/192.168.10.254/07:14:05 

UTC Sun Jun 14 2020]) 

*Jun 14 07:14:07.536: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs 

(Req) on Gi0/0, vlan 

1.([0050.7966.6801/192.168.10.1/ffff.ffff.ffff/192.168.10.254/07:14:06 

UTC Sun Jun 14 2020]) 

 

As you can see Attacker PC is not able to ping R1 IP address and Invalid ARPs log entries would 

show up under switch SW1. 
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Implementing GLBP 
 

Lab Objective: 
The objective of this lab exercise is for you to learn how to implement GLBP in the Core 
level of your network. 
 
Lab Purpose: 
Gateway Load Balancing Protocol (GLBP) is a Cisco proprietary protocol and is a very special protocol 
because unlike the others, GLBP allows the load balancing of traffic among the master and standby 
routers. GLBP is considered a high-end feature and that means most Cisco switches and routers don't 
support GLBP. By configuring a virtual IP address on the router interfaces, you will determine which one 
acts as primary and which one as secondary based on interface priority level. The difference here 
(compared to VRRP and HSRP) is that there will be load balancing happening between the primary and 
secondary router. 
 
Certification Level: 
Th is lab is suitable for ICND2 and CCNA certification exam preparation. 
 
Lab Difficulty: 
This lab has a difficulty rating of 8/10. 
 
Readiness Assessment: 
When you are ready for your certification exam, you should complete this lab in no more 
than 20 minutes. 

Lab Topology: 
Please use the following topology to complete this lab exercise.  

 

 

NOTE: Packet Tracer doesn’t support GLBP. You can use GNS3 or live equipment 
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Task 1: 
Configure hostnames on R1, R2, and R3 as illustrated in the topology. 
 
Task 2: 
Configure the IP addresses on the Gig0/0 interfaces of R1, R2, and R3 as illustrated in 
the topology. 
 
 
 
 
Task 3: 
Configure GLBP on R1 and R2 as follows: 

• GLBP group number: 100 

• GLBP virtual IP address: 192.168.10.254 

• R1: primary gateway (GLBP Priority 100) 

• R2: secondary gateway (GLBP Priority 90) 

• GLBP routers should send Hellos every second and detect a failure of a router 

in 3 seconds 

• GLBP routers should authenticate their communication using the key “CCNA”. 

 

 

NOTE: 192.168.10.254 will be the GLBP virtual address shared between R1 and R2. 
 

NOTE: R1 and R2 both connect to the Internet. 
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Task 4: 
Configure R3 to use 192.168.10.254 (GLBP virtual IP) as its default gateway. 
 
Task 5: 
Check the status of GLBP on R1 and R2 running the following commands: 

• show glbp 

• show glbp brief 

 
Configuration and Verification 

 
Task 1: 
For reference information on configuring hostnames, please refer to earlier labs. 
 
Task 2: 
For reference information on configuring IP addressing, please refer to earlier labs. 
 
Task3: 
 
R1#config t 

R1(config)#int gig0/0 

R1(config-if)# glbp 100 ip 192.168.10.254 
R1(config-if)# glbp 100 priority 100 
R1(config-if)# glbp 100 timers 1 3 
R1(config-if)# glbp 100 authentication text CCNA 
 
 
R2(config)#int gig0/0 

R2(config-if)# glbp 100 ip 192.168.10.254 
R2(config-if)# glbp 100 priority 90 
R2(config-if)# glbp 100 timers 1 3 
R2(config-if)# glbp 100 authentication text CCNA 
 

 
Task 4: 
R3(config)#ip route 0.0.0.0 0.0.0.0 192.168.10.254 

 

With this configuration, if R3 wants to communicate on the Internet, it will send the 
IP packets to the GLBP virtual IP address and traffic will get load balanced between R1 and R2. Also, if 
any of the two routers fail, the other one will take over and becomes master (load balancing and 
redundancy). 
 

 

 

Task 5: 
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R1#show glbp 

GigabitEthernet0/0 - Group 100 

  State is Active 

    4 state changes, last state change 00:04:52 

  Virtual IP address is 192.168.10.254 

  Hello time 1 sec, hold time 3 sec 

    Next hello sent in 0.832 secs 

  Redirect time 600 sec, forwarder time-out 14400 sec 

  Authentication text, string "CCNA" 

  Preemption disabled 

  Active is local 

  Standby is 192.168.10.2, priority 90 (expires in 2.880 sec) 

  Priority 100 (default) 

  Weighting 100 (default 100), thresholds: lower 1, upper 100 

  Load balancing: round-robin 

  Group members: 

    ca01.4e20.0008 (192.168.10.1) local 

    ca02.4568.0008 (192.168.10.2) 

  There are 2 forwarders (1 active) 

  Forwarder 1 

    State is Active 

      3 state changes, last state change 00:15:15 

    MAC address is 0007.b400.6401 (default) 

    Owner ID is ca01.4e20.0008 

    Redirection enabled 

    Preemption enabled, min delay 30 sec 

    Active is local, weighting 100 

  Forwarder 2 

    State is Listen 

      2 state changes, last state change 00:04:39 

    MAC address is 0007.b400.6402 (learnt) 

    Owner ID is ca02.4568.0008 

    Redirection enabled, 599.904 sec remaining (maximum 600 sec) 

    Time to live: 14399.904 sec (maximum 14400 sec) 

    Preemption enabled, min delay 30 sec 

    Active is 192.168.10.2 (primary), weighting 100 (expires in 3.072 

sec) 

 

 

 

 

 

 

 

 

 
R2#show glbp 

GigabitEthernet0/0 - Group 100 
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  State is Standby 

    4 state changes, last state change 00:05:38 

  Virtual IP address is 192.168.10.254 

  Hello time 1 sec, hold time 3 sec 

    Next hello sent in 0.640 secs 

  Redirect time 600 sec, forwarder time-out 14400 sec 

  Authentication text, string "CCNA" 

  Preemption disabled 

  Active is 192.168.10.1, priority 100 (expires in 3.040 sec) 

  Standby is local 

  Priority 90 (configured) 

  Weighting 100 (default 100), thresholds: lower 1, upper 100 

  Load balancing: round-robin 

  Group members: 

    ca01.4e20.0008 (192.168.10.1) 

    ca02.4568.0008 (192.168.10.2) local 

  There are 2 forwarders (1 active) 

  Forwarder 1 

    State is Listen 

      4 state changes, last state change 00:05:41 

    MAC address is 0007.b400.6401 (learnt) 

    Owner ID is ca01.4e20.0008 

    Time to live: 14399.936 sec (maximum 14400 sec) 

    Preemption enabled, min delay 30 sec 

    Active is 192.168.10.1 (primary), weighting 100 (expires in 3.008 

sec) 

    Arp replies sent: 1 

  Forwarder 2 

    State is Active 

      1 state change, last state change 00:20:09 

    MAC address is 0007.b400.6402 (default) 

    Owner ID is ca02.4568.0008 

    Preemption enabled, min delay 30 sec 

    Active is local, weighting 100 

    Arp replies sent: 1 

 

As you can see from the above output, default load balancing algorithm is round-robin. That means each 

router equally takes turns forwarding traffic. 
 

 
R1#show glbp brief 

Interface  Grp Fwd Pri State   Address    Active router Standby router 

Gi0/0      100 -   100 Active  192.168.10.254  local     192.168.10.2 

Gi0/0      100  1   -  Active  0007.b400.6401  local           - 

Gi0/0      100  2   -  Listen  0007.b400.6402  192.168.10.2    - 
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R2#sh glbp brief 

Interface  Grp  Fwd Pri State   Address   Active router Standby router 

Gi0/0      100  -   90  Standby  192.168.10.254  192.168.10.1    local 

Gi0/0      100  1   -  Listen   0007.b400.6401   192.168.10.1    - 

Gi0/0      100  2   -  Active   0007.b400.6402   local           - 

 

  

http://www.in60days.com/


www.in60days.com Copyright Paul Browning 2020 
 

Install a Wireless Access Point 
Lab Objective: 

Learn how to install a WAP. 

Lab Purpose: 

WAPs are ubiquitious and you are more than likely going to be required to install them as part of your 

job as a network engineer. This lab will cover the basics, we will look into wireless security later in this 

guide. 

Lab Tool: 

Packet Tracer 

Lab Topology: 

Please use the following topology to complete this lab exercise: 

 

 

Lab Walkthough: 

Task 1: 
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Drag WAPs onto the canvass. I used ‘Access-Point PT.’ Connect them to the Ethernet ports of a router. 

Use the lightning strike cable icon to connect cables from the WAPs to the router. I used an 1841 router 

in my lab but you can use any model with Ethernet ports. 

Drag two laptops to the canvass and under ‘physical’ tab drag a wireless module to the empty slot on 

the side. You will need to press the power button first and remember to power back on. 

 

Task 2: 

Add IP addresses for to the relevant router ports. 192.168.1.1 for the left port and 192.168.2.1 for the 

right. We usually use the command line but this time I used the GUI to find the Ethernet port. You need 

to press the ‘on’ box to enable the interface. 
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The interface for the right WAP will be 192.168.2.1. 

Task 3: 

Configure the SSID for the WAPs. Use ‘leftwap’ and ‘rightwap’ for the respective devices. Here it is on 

the left WAP. 

 

Task 4: 

Configure the correct SSID for the left and right laptops and add the 192.168.1.2 IP address for the left 

and 192.168.2.2 for the right.  
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You also need to set the default gateway of the local router Ethernet interface. Here it is for the left 

laptop. 

 

 

Task 5: 
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From the left laptop, ping the default gateway, the remote router interface address and then the 
remote laptop. 
 

. 
 
 
 

Notes: 

This was a very basic install. Security comes later on. 
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Verify IP parameters for Linux OS (GUI and CLI) 
 

Lab Objective: 
The objective of this lab is to provide you with the instructions to develop your hands-on skills in 
configuring IP addressing under Linux OS. 
 
Lab Purpose: 
Much like Windows operating systems, Linux variants include several commands built into the operating 
system that you can use to configure IP addressing or to troubleshoot or check out settings related to 
TCP/IP. This lab involves steps to verify IP addressing and then also to look at where IP address can be 
configured under Linux operating system. 
 
Lab Topology: 
Please use the following topology to complete this lab exercise, you can do this lab from your machine 

with a wired or wireless connection. You can do this lab on onworks as well if you are using operating 

system other than Linux. 

 

Task 1: 
Check IP configuration using GUI and CLI 

Task 2: 
Configure static IP address using GUI and CLI 

Task 3: 
View Linux operating system’s routing table 

 

Task 4: 
Refresh and renew IP address  
 

 

Configuration and Verification 
 
Task 1: 
IP settings using GUI differs as it depends on the Linux distribution and desktop interface. 
 
From GUI: 
Follow the following steps to check IP configuration 
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- Click on your network connection icon (Wifi icon or Ethernet) shown as the top right of the title 
bar 

- Click on connection information (Wired settings) 
 

 

 
 
 

- A new connection information window will appear as shown below 
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- Click on gear icon and it would show you the information like IP address, DNS server addresses 
and default gateway 
 

 
 
 

From CLI: 
 
IP addressing can be verified by getting into the terminal window. This is easily done, by pressing CTRL + 
T or you can click on the terminal icon directly or you can also click on the search icon located on the 
taskbar and then type Terminal and hit enter to open it.  
From here you can verify IP addressing by typing in ip addr show command. The newly opened terminal 
window is shown below. 
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Task 2: 
You can configure static IP address via GUI and command prompt. 
 
From GUI: 
To assign a static IP address via GUI, open ethernet or wireless adapter properties as mentioned in Task 

1 and click on IPv4 tab. 
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Select Manual and enter the desired static IP address, network mask, gateway IP and DNS server IP 
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From CLI: 

Open the Terminal window as mentioned in Task 1, and type in following commands 

Ip address add 192.168.0.5/24 dev eth0 

Enter following commands to set default gateway and DNS server 

Ip route add default via 192.168.0.1 dev eth0 

echo “nameserver 8.8.8.8” > /etc/resolv.conf 

 

 

Task 3: 

You can view the routing table under Linux operating system using ip route show,  route -n or netstat -
rn commands.  
 
Open terminal window as showed in Task 1 and type in route -n as shown below. 
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In the above routing table, destination column identifies the destination network. For instance, if a user 

opens google.com (216.58.221.238) website under browser then Linux would forward the traffic to 

192.168.0.1, which is the default gateway or next hop for destination address that does not match any 

route in the routing table. 

Let’s assume there is a printer in the network with an ip address 192.168.0.15. As this ip belongs to 

192.168.0.0/24 subnet so when user tries to print, Linux would forward the traffic to 192.168.0.15 

directly as there is no gateway in this case (Printer is on the same network as eth0 interface). There is no 

G flag with this route as well under flags column, flag U means route is up with no gateway. UG means 

route is up and use the gateway IP. 

Task 4: 
You can also use Linux terminal window to release and renew IP address. 
 
Open command prompt as mentioned in Task 1 and type in dhclient -v -r eth0  to release and dhclient -

v eth0 to renew an IP address for eth0 interface. 
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Verify IP parameters for Mac OS (GUI) 
 

Lab Objective: 
The objective of this lab is to provide you with the instructions to develop your hands-on skills in 
configuring IP addressing under Mac OS. 
 
Lab Purpose: 
Like Windows and Linux, Mac OS also comes with built-in tools to configure and verify IP parameters. 
This lab involves steps to verify IP addressing and then also to look at where IP address can be 
configured under Mac operating system. 
 
Certification Level: 
This lab is suitable for both CCENT and CCNA certification exam preparation. 
 
Lab Difficulty: 
This lab has a difficulty rating of 4/10. 
 
Readiness Assessment: 
When you are ready for your certification exam, you should complete this lab in no more 
than 10 minutes. 

Lab Topology: 
Please use the following topology to complete this lab exercise, you can do this lab from your machine 

with a wired or wireless connection. You can do this lab on onworks as well if you are using operating 

system other than Mac OS. 

 

Task 1: 
Check IP configuration using GUI 

Task 2: 
Configure static IP address using GUI 

Task 3: 
Renew IP address 

 
Configuration and Verification 
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Task 1: 
Click on the Apple menu and click on System Preferences 
 

 
 
Click on Network as shown below 
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A new network information window will appear, showing the information like IP address, DNS server 
addresses and default gateway 

-  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.in60days.com/


www.in60days.com Copyright Paul Browning 2020 
 

 
 
 
Task 2: 
To assign a static IP address via GUI, open System Preferences and click on Network as mentioned in 

Task 1. From the Configure IPv4 drop down, choose Manually. Enter desired IP address, subnet mask 

and router IP (default gateway) 
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DNS server can be configured by clicking on Advanced and selecting DNS tab. Click the Plus (+) button 

under DNS Servers box and enter the DNS server IP. 
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Task 3: 

To renew your current IP address, open System Preferences and click on Network as mentioned in Task 

1. Click Advanced and under TCP/IP tab, click Renew DHCP Lease button as shown below 
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Power over Ethernet (PoE) Basics 
 
Lab Objective: 
The objective of this lab exercise is for you to learn and understand how power over ethernet enable 
connections to devices that can draw their power source from the network. 
 
Lab Purpose: 
This is a technology used for wired Ethernet LANs that enables electrical current to be carried over data 
cables as an alternative to a power cord. PoE is used for things like voice over IP phones, IP cameras and 
wireless access points etc. As corporate and SME networks are moving towards IP telephony, providing 
power over the network to these devices has become very popular. You will need access to PoE switch 
for this lab, such as a 3560 (or use Packet Tracer). 
 
Certification Level: 
Th is lab is suitable for both CCENT and CCNA certification exam preparation. 
 
Lab Difficulty: 
Th is lab has a difficulty rating of 4/10. 
 
Readiness Assessment: 
When you are ready for your certification exam, you should complete this lab in no more 
than 5 minutes. 

Lab Topology: 
Please use the following topology to complete this lab exercise: 

 

 

Task 1: 
Configure the hostnames on PoE switch Sw1 as illustrated in the topology. 3560-24PS is a PoE switch if 

you are using Packet Tracer. 

Task 2: 
Connect Cisco IP phone to Switch. Use 7960 IP phone if you are using packet tracer 
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Task 3: 
Use the relevant show commands to verify the power supplied to Cisco IP phone. 

Task 4: 
Specify a maximum amount of power to offer on an interface. 

 

 

Configuration and Verification 
 
Task 1: 
For reference information on configuring hostnames, please refer to earlier labs. 

Task 2: 
Connect a Cisco IP phone’s network port to port Fa0/1 on switch. 

 

 
Task 3: 
Sw1#show power inline  

Available:370.0(w) Used:10.0(w) Remaining:360.0(w) 

Interface Admin Oper    Power       Device              Class Max 

                        (Watts) 

--------- ------ ---------- ------- ------------------- ----- ---- 

Fa0/1 auto     on         10.0    Switch 7960           3     15.4 

Fa0/2 auto     off        0.0     n/a                   n/a   15.4 

Fa0/3 auto     off        0.0     n/a                   n/a   15.4 

[Output Truncated] 

 

Switch#show power inline gigabitEthernet 1/0/1 

Interface Admin Oper       Power   Device              Class Max 

                            (Watts) 

--------- ------ ---------- ------- ------------------- ----- ---- 

Gi1/0/3   auto   on         30.0    Ieee PD             4     30.0 

Interface AdminPowerMax   AdminConsumption 

             (Watts)          (Watts) 

NOTE: This lab is done using packet tracer. As 3560 is a PoE switch so once you make the connection 
between an IP phone and switch, IP phone will start automatically  
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---------- --------------- -------------------- 

Gi1/0/3               30.0                 15.4 

 

 

Task 4: 
 
Switch#config t 

Enter configuration commands, one per line.  End with CNTL/Z. 

Switch(config)#interface gigabitethernet 1/0/6 

Switch(config-if)#power inline auto max 20000 

Switch(config-if)#end 

Switch# 

 

 

Switch#show power inline gigabitEthernet 1/0/6 

Interface Admin  Oper       Power   Device              Class Max 

                            (Watts) 

--------- ------ ---------- ------- ------------------- ----- ---- 

Gi1/0/6   auto   off        0.0     n/a                 n/a   20.0 

Interface  AdminPowerMax   AdminConsumption 

             (Watts)           (Watts) 

---------- --------------- -------------------- 

Gi1/0/6               20.0                 15.4 

 

  

NOTE: This output is from Cisco switch C2960X. Packet Tracer doesn’t support this command 

 

NOTE: This output is from Cisco switch C2960X. Packet Tracer doesn’t support this command 

 

NOTE: This output is from Cisco switch C2960X. Packet Tracer doesn’t support this command 
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Implementing QoS 
 

Lab Objective: 
The objective of this lab exercise is for you to learn how to implement QoS functionality on a Cisco 
router. 
 
Lab Purpose: 
QoS is a networking strategy that allows for the management of the network traffic that is running 
around on your network, to maintain a desired level of performance. QoS can guarantee the usual 
transmission of vital business traffic when the network is congested or overloaded. In this lab, you will 
configure classification to implement QoS. R2 will be telnet server and R1 will act as telnet client. You 
will classify the telnet packets when they reach to R2 from R1. 
 
Lab Topology: 
Please use the following topology to complete this lab exercise.  

 

Task 1: 
Configure hostnames on R1 and R2 as illustrated in the topology. 
 
Task 2: 
Configure the IP addresses on the Gig0/0 interfaces of R1 and R2 as illustrated in the topology. 
 
Task 3: 
Connect to R2 and configure an access list named ACL_TELNET that matches telnet traffic. 

Task 4: 
On R2 configure a class-map, where quality of service action is configured, and ACL from Task 3 is 
matched. 
 
Task 5: 
Next create a policy map and match the class map created from Task 4 and apply it under the interface. 

Use following command to verify the policy-map applied to interface 

• Show policy-map interface gi0/0 

Task 6: 
Generate telnet traffic from R1 and verify the policy-map on R2 using following commands 

• Show policy-map interface gi0/0 
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Configuration and Verification 

 
Task 1: 
For reference information on configuring hostnames, please refer to earlier labs. 
 
Task 2: 
For reference information on configuring IP addressing, please refer to earlier labs. 
 
Task3: 
R2#config t 

R2(config)#ip access-list extended TELNET_ACL 

R2(config-ext-nacl)#permit tcp any any eq 23 

 
Task 4: 
R2#config t 

R2(config)#class-map MATCH_TELNET 

R2(config-cmap)#match access-group name TELNET_ACL 

Task 5: 
R2#config t 

R2(config)#policy-map CLASSIFY_TELNET 

R2(config-pmap)#class MATCH_TELNET 

R2(config-pmap)#exit 

R2(config)#int gi0/0 

R2(config-if)#service-policy input CLASSIFY_TELNET 

R2(config-if)#exit 

 

R2#sh policy-map interface gi0/0 

 GigabitEthernet0/0 

 

  Service-policy input: CLASSIFY_TELNET 

 

    Class-map: MATCH_TELNET (match-all) 

      0 packets, 0 bytes 

      5 minute offered rate 0 bps, drop rate 0 bps 

      Match: access-group name TELNET_ACL 

 

    Class-map: class-default (match-any) 

      0 packets, 0 bytes 

      5 minute offered rate 0 bps, drop rate 0 bps 

      Match: any 

 

Task 6: 
R1#telnet 192.168.10.2 

Trying 192.168.10.2 ...Open 

[Connection to 192.168.10.2 closed by foreign host] 

R1# 
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R2#show policy-map interface gi0/0 

 GigabitEthernet0/0 

 

  Service-policy input: CLASSIFY_TELNET 

 

    Class-map: MATCH_TELNET (match-all) 

      3 packets, 124 bytes 

      5 minute offered rate 6 bps, drop rate 0 bps 

      Match: access-group name TELNET_ACL 

 

    Class-map: class-default (match-any) 

      4 packets, 991 bytes 

      5 minute offered rate 23 bps, drop rate 0 bps 

      Match: any 
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Implementing VRRP 
 

Lab Objective: 
The objective of this lab exercise is for you to learn how to implement VRRP in the Core 
level of your network. 
 
Lab Purpose: 
VRRP is an open standard protocol, so it's supported by several other vendors. The idea of using first 
hop redundancy protocols like VRRP is to ensure that there is no single point of failure in terms of a 
default gateway for network. By configuring a virtual IP address on the router interfaces, you will 
determine which one acts as primary and which one as secondary based on interface priority level. 
 
Certification Level: 
Th is lab is suitable for ICND2 and CCNA certification exam preparation. 
 
Lab Difficulty: 
This lab has a difficulty rating of 8/10. 
 
Readiness Assessment: 
When you are ready for your certification exam, you should complete this lab in no more 
than 20 minutes. 

Lab Topology: 
Please use the following topology to complete this lab exercise.  

 

 

 

NOTE: Packet Tracer doesn’t support VRRP. You can use GNS3 or live equipment 
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Task 1: 
Configure hostnames on R1, R2, and R3 as illustrated in the topology. 
 
Task 2: 
Configure the IP addresses on the Gig0/0 interfaces of R1, R2, and R3 as illustrated in 
the topology. 
 
 
 
 
Task 3: 
Configure VRRP on R1 and R2 as follows: 

• VRRP group number: 100 

• VRRP virtual IP address: 192.168.10.254 

• R1: primary gateway (VRRP Priority 100) 

• R2: secondary gateway (VRRP Priority 90) 

• VRRP routers should send Hellos every second and detect a failure of a router 

in 3 seconds 

• VRRP routers should authenticate their communication using the key “CCNA”. 

 

 

Task 4: 
Configure R3 to use 192.168.10.254 (VRRP virtual IP) as its default gateway. 
 
Task 5: 
Check the status of VRRP on R1 and R2 running the following commands: 

• show vrrp 

• show vrrp brief 

 
  

NOTE: 192.168.10.254 will be the VRRP virtual address shared between R1 and R2. 
 

NOTE: R1 and R2 both connect to the Internet. 

 

http://www.in60days.com/


www.in60days.com Copyright Paul Browning 2020 
 

Configuration and Verification 
 
Task 1: 
For reference information on configuring hostnames, please refer to earlier labs. 
 
Task 2: 
For reference information on configuring IP addressing, please refer to earlier labs. 
 
Task3: 
 
R1#config t 

R1(config)#int gig0/0 

R1(config-if)# vrrp 100 ip 192.168.10.254 
R1(config-if)# vrrp 100 priority 100 
R1(config-if)# vrrp 100 timers advertise 1 
R1(config-if)# vrrp 100 preempt delay minimum 3 
R1(config-if)# vrrp 100 authentication text CCNA 

 
 
R2(config)#int gig0/0 

R2(config-if)# vrrp 100 ip 192.168.10.254 
R2(config-if)# vrrp 100 priority 90 
R2(config-if)# vrrp 100 timers advertise 1 
R2(config-if)# vrrp 100 preempt delay minimum 3 
R2(config-if)# vrrp 100 authentication text CCNA 
 

 
Task 4: 
R3(config)#ip route 0.0.0.0 0.0.0.0 192.168.10.254 

 

With this configuration, if R3 wants to communicate on the Internet, it will send the 
IP packets to the VRRP Primary Router and if that router fails the other will take over 
(redundancy at its maximum level). 

 

 

Task 5: 

R1#sh vrrp 

GigabitEthernet0/0 - Group 100 

State is Master 

  Virtual IP address is 192.168.10.254 

  Virtual MAC address is 0000.5e00.0164 

  Advertisement interval is 1.000 sec 

  Preemption enabled, delay min 3 secs 

  Priority is 100 

  Authentication text "CCNA" 

  Master Router is 192.168.10.1 (local), priority is 100 
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  Master Advertisement interval is 1.000 sec 

  Master Down interval is 3.609 sec 

 

R2#sh vrrp 

GigabitEthernet0/0 - Group 100 

  State is Backup 

  Virtual IP address is 192.168.10.254 

  Virtual MAC address is 0000.5e00.0164 

  Advertisement interval is 1.000 sec 

  Preemption enabled, delay min 3 secs 

  Priority is 90 

  Authentication text "CCNA" 

  Master Router is 192.168.10.1, priority is 100 

  Master Advertisement interval is 1.000 sec 

  Master Down interval is 3.648 sec (expires in 3.236 sec) 

 

R1#sh vrrp brief 

Interface     Grp Pri Time Own Pre State  Master addr   Group addr 

Gi0/0         100 100 3609     Y   Master 192.168.10.1  192.168.10.254 

 

R2#sh vrrp brief 

Interface     Grp Pri Time Own Pre State  Master addr   Group addr 

Gi0/0         100 90  3648     Y   Backup 192.168.10.1  192.168.10.254 
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Verify IP parameters for Windows OS (GUI and CLI) 
 

Lab Objective: 
The objective of this lab is to provide you with the instructions to  develop your hands-on skills in 
configuring IP addressing under windows  
 
Lab Purpose: 
Sometimes you may end up walking end users through the basic steps to configure or find their IP, DNS 
servers, perform a ping, show routing table or do a traceroute. Verifying IP addressing at user end, also 
helps in troubleshooting. This lab involves steps to verify IP addressing and then also to look at where IP 
address can be configured under Windows operating system 
 
Certification Level: 
This lab is suitable for both CCENT and CCNA certification exam preparation. 
 
Lab Difficulty: 
This lab has a difficulty rating of 4/10. 
 
Readiness Assessment: 
When you are ready for your certification exam, you should complete this lab in no more 
than 10 minutes. 

Lab Topology: 
Please use the following topology to complete this lab exercise, you can do this lab from your machine 

with a wired or wireless connection. You can do this lab on onworks as well if you are using operating 

system other then Windows. 

 

Task 1: 
Check IP configuration using GUI and CLI 

Task 2: 
Configure static IP address using GUI 

Task 3: 
View Windows operating system’s routing table 

 

Task 4: 
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Refresh and renew IP address  
 

 

Configuration and Verification 
 
Task 1: 
In Windows, you can verify the IP addressing from GUI or by getting into the command prompt  
 
From GUI: 
Follow the following steps to check IP configuration 
 

- Open Control Panel 
- Click on Network and Internet 
- Click on Network and Sharing Center 
- On the left pane, click the change adapter settings link 

 

 
 
 
 
 
 
 
 
 
 

- Double click on Ethernet adapter or Wireless adapter (depending on which one is used for 
connectivity) 
 

http://www.in60days.com/


www.in60days.com Copyright Paul Browning 2020 
 

 
 

- Click on Details button and it would show you the information like IP address, DNS server 
addresses and default gateway 
 

 
 
 
 
 
 

From CLI: 
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IP addressing can be verified by getting into the command prompt. This is easily done, by clicking the 
start button and typing CMD and hitting enter. From there, it’s a simple ipconfig /all command to get 
detailed information. From here you can verify IP addressing, whether DHCP is enabled, DNS servers and 
configured default gateway. 
 

 
 
 
Task 2: 
To assign a static IP address, open ethernet or wireless adapter properties as mentioned in Task 1. Like 

the one shown below 

 

Click on properties button, a new dialog box would appear as shown below 
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Scroll through the items in the list until you find the Internet Protocol (TCP/IP) item. Select it and click 

the properties button. 

 

Here you can set the IP address, default gateway and DNS servers. 

 
Task 3: 
You can view the routing table under Windows operating system using route print or netstat -nr 
commands.  
 
Open command prompt as showed in Task 1 and type in route print as shown below. 
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Task 4: 
You can also use Windows Command Prompt to release and renew IP address. 
 
Open command prompt as mentioned in Task 1 and type in ipconfig to show the current IP address as 

shown below. After that type in ipconfig /release and ipconfig /renew 
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Configure WLAN using WPA2 PSK using the GUI 
 

Lab Objective: 
In this lab, you will learn how to configure security standard called WPA2 with Pre-Shared Key (PSK) to 
secure a WLAN SSID 
 
Lab Purpose: 
Wi-Fi Protected Access ll (WPA2) is an improvement to WPA. It provides stronger data protection than 
and network access control, so you can ensure that only authorized users can access a wireless network. 
WPA2 advanced encryption uses advanced encryption standard or AES. It also supports TKIP for 
interoperability with the original WPA. 
 
Certification Level: 
This lab is suitable for ICND2 and CCNA certification exam preparation. 
 
Lab Difficulty: 
This lab has a difficulty rating of 6/10. 
 
Readiness Assessment: 
When you are ready for your certification exam, you should complete this lab in no more 
than 20 minutes. 

Lab Topology: 
Please use the following topology to complete this lab exercise. (Packet Tracer is used for this lab) 

 

Task 1: 
Configure the IP address on WLC as illustrated in the topology. 
 
Task 2: 
Create a WLAN SSID (with WPA2 and PSK) and DHCP scope on WLC. AP and Tablet would get it’s IP from 

DHCP scope configured on WLC 
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Task 3: 
Connect a tablet to connect to wifi network 
 
 

Configuration and Verification 
 
Task 1: 
Configure the management IP address of WLC as shown below, under Management tab 
 
IP Address: 192.168.10.5 
Subnet Mark: 255.255.255.0 
Default Gateway: 192.168.10.1 
 

 
 
 
 
 
 
 
 
Task2: 
Click on Wireless LANs tab, enter the following information and click on save button 

http://www.in60days.com/


www.in60days.com Copyright Paul Browning 2020 
 

 
Name: Wireless-Network 
SSID: Wireless-Network 
Authentication: WPA2-PSK 
PSK Pass Phrase: cisco123 
 

 
 
 
Next, click on DHCP tab, fill out below values and click on add button. Once pool is added, select the 
pool and click on save button 
 
Pool Name: WLC 
Default Gateway: 192.168.10.1 
DNS Server: 8.8.8.8 
Start IP Address: 192.168.10.50 
Subnet Mask: 255.255.255.0 
Maximum Number of Users: 50 
WLC Address: 192.168.10.5 
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Under AP Groups tab you can verify if AP is connected to WLC, as shown below 
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Task 3: 
Next connect a wifi device e.g. a wireless tablet by typing in following values under Wireless0 tab 

SSID: Wireless-Network 

Authentication: WPA2-PSK  

PSK Pass Phrase: cisco123  
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As shown above, tablet is connected to wifi network using WPA2-PSK and got an IP as well from 

WLC 
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